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Abstract: With the development of cloud computing technology, smart city and mobile office and emergence of mobile
smart devices, the resources’ environment is increasing complex. The traditional access control model has been difficult
to meet the diverse access control requirements and the dynamic and adaptive access control policy. A dynamic and adap-
tive access control model combining the resource life cycle management based on ABAC was proposed. The model fo-
cused on resource life cycle management considering the relevance of the resource life cycle management and access
control policy. In this model, the policy can be changed as the resource life cycle states’ change, so the applicability has
been improved. In addition, the user access behavior history management function was added in this model, which can
adapt the environment better by considering history of user access behavior. At last, the model in general and cloud com-
puting access control system was implemented and verified.
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With  WI4R1b ) TRUE

1) n<=0Ocycle

J ARV B B A i I B A

2) while i<n do

3)  Ocycle;/~Ocycle(i)

4)  policy;~rpolicy(i)

5)  des;—des(i)

6) end while

7) PacketToPEP(packet)

//PEP W2 AH N (4T da Ak et 70 40 T fife b

/%55 PAP A8 HLH2 11 B A2 08 5 1) 26 iy R 2 —
B B (v i) 2 s ./

8) PAPOcycle= Ocycle,

9) PAPPolicy= policy,

10) PAPdes= des;

11) output TRUE
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condition: WAl t, 45 e, JEVE art h

it HHEKY) TRUE

1) switch(condition)

2) case t:

3) per_O=per_ot;

4) break;

5) case e:

6) per_O=per_oe;

7) break;

8) case attr_h:

9) per_O=per_oattr_h;

10)  break;

11) default:

12)  break;

13) output TRUE
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1) $=S,

2) op=op\

3) O=0,

4) setLegalFlag<0

1A% EARI VLV BRI BCE R 0

5) setlllegalFlag<0

A% LRI AR B U ) b R BB 0

6) output TRUE
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1) S=S;

2) op=op;

3) O=0;

4) if >N do
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5)  setLegalFlag=1
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6) setlllegalFlag=1

1145 % LRI ARE B U ) b R BB |
7) else

8) ntt
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9) end if
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